NMHOOPMAIIMOHHAS TTAMATKA
JUIA OBYUHAIOUIMXCA I PASMELIEHNA
HA OOULIMAJIBHBIX MHTEPHET-PECYPCAX

C KaxIpIM TroZIOM MOJIOAEKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a IKOJBHUKI OJHU U3 CaMbIX
aKTUBHBIX IoOJb30oBarenesl Pynera. Mexny TeM, NOMHMMO OIPOMHOIO  KOJMYECTBA
BO3MOXXHOCTEH, HHTEPHET HECEeT W MpoOJeMbl. DTa MaMsTKa JOJDKHA MTOMOoYb Tebe 0e301macHo
HaxXOJIUThCS B CETH.

KoMmnerorepHblie BUPYCHI

KomnbroTepHblii BUpPYC - 3TO PAa3HOBUJIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIMUYMTEIbHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosiHeHue K 3TOMy,
BUPYCHl MOTYT TIOBPEIUTh WM TOJHOCTHIO YHUYTOXXKHUTH Bce (allmpl W JaHHEIE,
MOJIKOHTPOJIbHBIE MOJIB30BATENI0, OT MMEHHU KOTOPOTo Obljia 3amylieHa 3apaKeHHas porpamma,
a TaKKe MOBPEIUTh WM JaXKe YHUUYTOXKUTH ONEPAMOHHYIO CHUCTEMY cO BceMH (aiinamu B
1esnoM. B OonbpImMHCTBE ClydaeB paclpoCTPaHsIOTCS BUPYCHI Yepe3 HHTEPHET.

Meto/1bl 3aLIMTHI OT BPEAOHOCHBIX TPOTPaMM:

1. Ucnionp3yid COBpEMEHHBIE ONEPAMOHHBIE CUCTEMbI, UMEIOIME CEPHbE3HBIA YPOBEHD 3l ThI
OT BPEJOHOCHBIX IPOTPAMM;

2. TloctosHHO ycTaHaBiuMBail mauTH (UMQpPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCA C ILENbI0 JOpa0OTKM MpOrpamMMmbl) W Jpyrue OOHOBJIEHUS CBOEH
omnepanuoHHoN cucteMbl. CKaunuBail MX TOJBKO ¢ OUITMAIBHOTO caiiTa paspadorunka OC. Eciaun
CYILIECTBYET PEKUM aBTOMATUUECKOrO OOHOBJIEHHU S, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE MOJI MPaBaMM I0JIb30BATENS, a HE aAMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrPaMM MHCTAJUTMPOBATHCS HA TBOEM IEPCOHATBLHOM
KOMITBIOTEPE;

4. Vcnonb3yil aHTHUBHUPYCHBIE NPOTPaMMHBIE NPOAYKTHl H3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb U3UYECKHI TOCTYN K KOMIBIOTEPY sl TOCTOPOHHUX JIHII;

6. Hcnonp3yil BHEIIHHME HOCHTENH HH(POpMAMH, TaKue Kak (uielka, JUCK uiau ¢ailn u3
UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (ailibl, MOTy4EeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB. Jlaxe Te
(ailyibl, KOTOpBIE IIPUCIIAT TBOW 3HAKOMBIH. JlydIle yTouHN y HEro, OTIPABJISI JIU OH TeOe UX.
Ceru WI-FI

Wi-Fi - 310 He BU Tepefayn JaHHBIX, HE TEXHOJIOTHs, a BCETo JIUIIbL OpeH/1, Mapka. Eme B 1991
rojly HUJEpIaHJcKas KommaHus 3apeructpupoBana Openn "WECA", 4yro o0o3Hauano
cioBocouetanue "Wireless Fidelity", xoTopslii mepeBoauTcs Kak "0ecripoBOHAas TOYHOCTh'".

Jlo Hamero BpeMeHM Joluia Apyras abOpeBuaTypa, KOTopas SIBJISIETCSl TAKOW K€ TEXHOJIOTHEH.
D10 abOpeBuarypa "Wi-Fi". Takoe HasBanue OBLIO JaHO C HAMEKOM Ha CTaHIApT BBICIICH
3ByKoBOM Texuuku Hi-Fi, uTo B mepeBojie 03HavaeT "BbICOKast TOUHOCTH'.

Ha, OecniaTHbIi HMHTEpHET-IAOCTYIl B Kade, OTeNsAX M a’poroprax SBJSETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOZIa B MHTepHET. Ho MHOTHME SKCIIepThl CYMTAOT, YTO 001e0cTynHbIe Wi-
Fi cetu He aBnst0TCSA 6€30MaCHBIMH.

CoBeTbl 110 0€30MaCHOCTH pabOThI B 00IIEAOCTYTHBIX ceTsax Wi-fi:



1. He mepenaBaii cBoro nuuHyro wHQopmaruio depes3 obmenaoctynabsie Wi-Fi ceru. Paboras B
HUX, )KeJIaTeJIbHO He BBOAUTH [1APOJIU JOCTYIMA, JOTHHBI U KaKue-TO HOMEPa;

2. Wcnonw3yii W OOHOBIISIH AaHTUBUPYCHBIE NPOTpaMMbl M OpaHamayep. TeM cambIM T
obe3omnacuiib cedst OT 3aKaUKd BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢yakuuto "OO6nmid noctyn k aitiaaMm U npuHTepam'.
Jannas ¢yHKIUs 3aKpbiTa MO0 YMOJYaHHUIO, OJHAKO HEKOTOPHIE IMOJIb30BATEIN aKTHBHUPYIOT €€
JUTs yoOCTBa MCIIOIB30BAHUS B paboTe UK yueoe;

4. He ucnons3yit nyonuunbii WI-FI s nepenaun nMYHBIX TaHHBIX, HAPUMEp Ui BbIXOJa B
COLIMAJIBHBIE CETU UJIU B 3JIEKTPOHHYIO TIOUTY;

5. HUcnonw3yit Tonpko 3anmineHHoe coemuHenue yepe3 HTTPS, a we HTTP, T.e. mpu Habope
BeO-ampeca BBoau uMeHHO "https//™;

6. B mobOunsHoM Tenedone ormoun ¢ynkuuio "Tlogkmrouenne k Wi-Fi aBromarnuecku". He
JIOTTyCKall aBTOMAaTUYECKOIo MOAKII0YEHUs ycTpoiicTBa K cetssM Wi-Fi 6e3 TBoero cornacusi.
CouunanbpHble ceTu

ConuanbHble CeTH aKTUBHO BXOJST B HaIllly >KH3Hb, MHOTHE JIIOAU pabOTalOT M KUBYT TaM
noctosiHHO, a B Facebook yxke 3apeructpupoBaH MHJLIHApP] YEJOBEK, YTO SIBJISETCS OIHOM
CelbMOM BceX kHTellel TlaHeThl. MHOTue MOoJb30BaTeNid He MOHUMAIOT, YTO MHQopMalus,
pa3MelleHHasi UMU B COLIMAJIbHBIX CETSAX, MOXKET ObITh HaillIeHa M MCIOJIb30BaHa KEM YTOJHO, B
TOM YHCJIe HE 0053aTeNbHO ¢ OIaruMu HaMepeHUSIMH.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COLIMAIBHBIX CETAX:

1. Orpanuub crnucok apyseil. Y T1e0s B JIpy3bsiX HE JOIDKHO OBITh CIydalHBIX M HE3HAKOMBIX
JIFOJICH ;

2. 3aumu@ail cBoro yacTHYIO >XKu3Hb. He ykaspiBail mapoinu, TenedoHBI, ajapeca, JaTy TBOETO
POXIEHUS W JPYTYIO JUYHYI0 HWHQPOpMAIUIO. 3JOYMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JIAXe
UH(OPMAITUIO O TOM, KaK Thl U TBOM POJUTEIH IIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3anmm@ail CBOIO pemyTanuio - JEpXKU €€ B YUCTOTE W 3a/aBaii ceOe BOIMPOC: XOTEN ObI THI,
4yTOOBI JpYrue MOJb30BAaTeIN BHUIENTH, YTO Thl 3arpyxkaemnb? [logymail, mpexae 4yeM 4YTO-TO
onmyOJIMKOBaTh, HAIIMCATh U 3arPy3UTh;

4. Ecnu Tl TOBOpULIL C JIOAbMU, KOTOPBIX HE 3HaEllb, HE MCIIONb3YH CBOE peallbHOE UMS U
JPYIYIO JIMYHYIO MHPOPMALIMH: UMS1, MECTO JKUTEIIbCTBA, MECTO y4eObl U IIpoUee;

5. M30eraii pasmemenus Qotorpaduit B MuTepHere, rae Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOI MOKHO OIPEAETUTH TBOE MECTOIOJIOKECHHE;

6. Ilpu perucrpanuu B COLMAIBHON CETH HEOOXOIUMO HCIOJB30BATh CIIOKHbBIE MapoJH,
cocrosnme u3 OyKB ¥ ITUQpP U C KOJTMISCTBOM 3HAKOB HE MEHEE §;

7. 115 conmanbHOM CeTH, IOUTHI U APYTUX CalTOB HEOOXOJIMMO HCII0JIb30BaTh Pa3HbIE APOJIH.
Torna ecnu TeOs B3IOMAIOT, TO 3J0YMBIIUIEHHUKU IOJIYYaT JOCTYI TOJIBKO K OJIHOMY MECTY, a
HE BO BCE Cpa3y.

DIIEeKTPOHHBIE IEHbIU

DJIEKTPOHHBIE JEHBIM - 93TO OYEeHb YAOOHBIA CHOCO0O TIUIaTeKEH, OJHAKO CYIIECCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJXYYUTh STH ICHBTH.

DJIEKTpOHHBbIE JEHBIM IOSBWJIUCh COBCEM HENABHO M MMEHHO H3-3a 3TOT0 BO MHOIHX
rocyapcTBax JI0 CUX IOp HE MPOMHCAHO MPO HUX B 3aKOHAX.

B Poccuu e oHu (GyHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TAE MX Pa3leifioT Ha
HECKOJIBKO BUJIOB - aHOHMMHBIC M HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B



KOTOpBIX pa3pelaercss IPOBOAUTH oOlepauuu 0e3 HIACHTHU(QUKALMUM I0JIb30BaTeNs, a B
HEaHOHHMMHBIX UJICHTHU(UKALIHS [10JIb30BATENS ABIIAETCS 00s3aTEIIbHOMN.

Taroke creyeT pa3nmuvarh HIEKTPOHHBIC (HATHBIE JCHBIU (PaBHBI TOCYAAPCTBEHHBIM BAJIFOTaM)
U JIEKTPOHHBIE He(puaTHbIe TeHbIU (HE paBHBI TOCYIapCTBEHHBIM BAJIOTaM).

OcCHOBHBIE COBETHI 110 06€30MacHOi paboTe ¢ IEKTPOHHBIMH JICHbIAMU

1. IlpuBspku K cYeTy MOOWJIBHBIN TenegoH. DTO caMblii yIOOHBIK M OBICTPBIA CITOCOO
BOCCTAHOBUTH JOCTYH K c4ery. [lpuBsi3anHbBI TenedoH ITOMOXKET, eciu 3a0ymenib CBOM
TUIATEKHBIN MapOJIb UK 3aiICIIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnonw3yit ogHopaszoBbie napodu. [locie nmepexoga Ha YCHJICHHYIO aBTOPHU3ALNIO TeOe yxe
He OyzeT yrpoXkarh OMacCHOCTb KPa)ku MJIM IepexBarta MIIaTeKHOTo MapoJis;

3. BoiGepu cnoxsblii nmapoib. [lpectynmHukam OyzneT He NMpOCTO YrajgaTh CIOXHBIA Iapoib.
HanexxHble mapoau - 3TO Mapoiu, KOTOPbIE COAEp)KaT HE MEHee 8§ 3HAKOB M BKIIOYAIOT B ceOsl
CTpPOYHBIE U MPOIMHUCHBIE OYKBBI, LU(PHI U HECKOJIBKO CHUMBOJIOB, TaKMe€ Kak 3HAaK J0Julapa,
(yHTa, BOCKIUIATENbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIlb.

DJIeKTpOHHAas IouTa

DJIEKTpOHHAs IO4YTa - JTO TEXHOJIOTUS W IPEIOCTaBISEMbIE €I YCIYTM IO IIEPECBUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOILEHUM, KOTOpBIE PACHpPENENIOTCS B KOMIIBIOTEPHOW CETH.
OO6b19HO 3JIEKTPOHHBIN MOYTOBBIN AN0MK  BBIVISANAT CIIEYIOIIMM oOpasom:
UMS_TIOJIb30BATESI(@uMsL_joMeHa. Taioke KpoMe Tepedadyd MpOCTOro TEKCTa, HMeeTCs
BO3MOYKHOCTb I1epe/iaBaTh (paiibl.

OCHOBHBIE COBETHI 10 6€30ITaCHOM padOoTe ¢ INEKTPOHHOU IMOYTOM:

1. Hamo BbIOpaTh NpaBWIIBHBIA TOYTOBBIA cepBUC. B MHTEpHETE ecTh OrpOMHBIN BBHIOOP
OecriyIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIydllle JOBEPATh TEM, KOTO 3HAEIlb U KTO NEPBHIi B
peuTHHre;

2. He yxaspiBaii B JMyHOW moure nuuHyl0 uHQopmanuio. Hampumep, nydie BbIOpaTh
"My3bIKaIbHBIN (aHaTt@" waum "pox2013" Bmecto "remal3";

3. Wcnonb3yil IBYXATAlHYIO aBTOPU3ALMIO. DTO KOIZa MOMHUMO IMapoJii HY)KHO BBOJUTH KOJ,
npuchlUIaeMblid o SMS;

4. BpiOepu CIOXKHBIN maposib. JJiss Ka)I0TO0 TOYTOBOTO SIIMKA JOJKEH OBITh CBOW HAJCKHBIN,
YCTOMYUBBIN K B3JI0MY I1apOJib;

5. Ecam ecTb BO3MOXXHOCTH HalucaTb CaMOMYy CBOM JIMYHBIA BOIPOC, HCHONB3YH ITY
BO3MO>KHOCTB;

6. Vcnonb3yit HECKOJIBKO MOYTOBBIX SIMKOB. [lepBhIil A YacTHOM Nepenucku ¢ agpecaTami,
KOTOPBIM ThI JIOBEpsI€LIb. DTO 3JIEKTPOHHBIN aJpec HEe Ha/l0 MCIIO0Ib30BaTh IIPU PETHCTPALlMU HA
dopymax u caiiTax;

7. He oTkpbIBail ¢ailyibl U apyrue BIOXKEHMs B MHUCbMaxX, Ja)ke €CJIM OHM NMPULUIA OT TBOMX
npyseil. Jlydie yro4HM y HUX, OTHPABJISUIM JIM OHU TeOe 3Tu (ailbl;

8. Ilocne oxoHuyaHus pabOTHI HAa MOYTOBOM CEPBHCE MEpe] 3aKPbITUEM BKIAJKUA C CAUTOM He
3a0ynp HaxaTh Ha "BeidTi'.

KubepOymiuHr i BUPTYalbHOE U3IEBATEIBCTBO

KubepOymauHr - mnpeciieoBaHuE COOOLICHUSMH, COAEPIKAIMMU OCKOpPOJICHHS, arpeccuio,
3allyTUBAHUE; XYJUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHME C IMOMOILBIO Pa3IMYHbIX HHTEPH €T-
CEPBHUCOB.

OcHoBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIITMHIOM:



1. He Opocaiicst B 60oit. Jlydmmii crmoco0: mOCOBETOBATHCS Kak ce0si BECTH M, €CIIM HET TOTo, K
KOMYy MOXHO OOpaTHThCS, TO BHauyajle YCIOKOUTbCA. Eciau Thl HauHeUlb OTBEYaTh
OCKOpOJICHUSIMUA Ha OCKOPOJICHHS, TO TOJIBKO eIle OOJIbIIe Pa30XiKelh KOH(INKT;

2. YupasJstii cBoei kubeppernyrarueii;

3. AHOHUMHOCTb B ceTd MHHUMasi. CyIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOUT 332 aHOHUMHBIM
AKKayHTOM;

4. He cTOMT BECTH XyIHTaHCKU 00pa3 BUPTYaJIbHOU KU3HHU. HTEepHET (PUKCHUPYET BCE TBOU
JIEUCTBUS U COXPAHSET UX. YAAIUTh UX OyIeT KpaliHe 3aTPYIHHUTEIBHO;

5. Cobmro1ait CBOIO BUPTYAIBHYIO YECTh CMOJIONY;

6. UrHopupyit enuHuuHbI HeratuB. OJHOpPa30BbIE OCKOPOMTEIbHBIE COOOIICHMS JIydIle
urHopupoBatb. OOBIYHO arpeccus MpeKpan@aeTcs Ha Ha4YallbHOM CTaluu;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COITMATBHBIX CETSIX
€CThb BO3MOKHOCTh OJIOKMUPOBKH OTIIPAaBKU COOOILEHUI C ONpeIeIeHHBIX apeCcoB;

8. Ecnu 11 cBujeTens kubepOyunHra. TBou eHcTBHS: BBICTYIUTh IPOTUB IpECiIeAoBaTes,
[OKa3aTb €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETAaTMBHO, IMOAJIEP)KATh >KEPTBY, KOTOPOM
HY)KHa TICHXOJIOTUYECKasi TOMOIIb, COOOIMTh B3pOCIbIM O (JaKTe€ arpecCUBHOIO MOBEIEHUS B
CETH.

MoOunbHBIH TenepoH

CoBpemeHHbIE cMapT(HOHBI U TUTAHIIETHI COAEpKaT B ceOe BIOJHE B3pOCHbIN (yHKIIMOHAI, U
TEeNepb OHU MOIYT KOHKypUpOBaThb CO CTAallMOHAPHBIMHM KoMIlbloTepamu. OJHAKo, CpEencTB
3alMTHI A1 TOJ00HBIX YCTPOMCTB MOKa OYeHb Mayio. TecTUpOBaHME U MOUCK YSI3BUMOCTEH B
HUX MPOUCXOIUT HE TaKk MHTeHCUBHO, Kak i [IK, To ke camoe kacaercs M MOOHMIJIBHBIX
MPUITOKECHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yXKe NPaKTUUeCKH JTOTHAIW HAaCTOJbHbIE aHAIOIH, OJJHAKO
pacumpeHre QyHKIIHOHANA BIIEYET 32 COOON OOJBIIYI0 CIIOKHOCTH U MEHBIIYIO 3alIIICHHOCTb.
Jlaneko He Bce MPOMU3BOMUTENN BBINYCKAIOT OOHOBJCHHS, 3aKPbIBAIOLIME KPUTHYECKHE
YA3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 1T 0€30ITaCHOCTH MOOMJIBHOTO TenedoHa:

Huyero ne sBnsercs mno-HacTosmeMy OecmiatHbIM. byne ocrtopoxeH, Beap korna Tede
npeIaraloT OecIjIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKW€-TO TUIATHBIC YCIYTH;
Hymaii, npexnae yem ortnpaButh SMS, ¢oto mim Buaeo. Tbl TOUHO 3Haelb, Ie OHU OyayT B
KOHEYHOM HTOTe?

Heo6xoaumo OOGHOBIISITH ONEpalMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

Hcnonp3yil aHTUBUPYCHBIE TPOTPAaMMBI JUIsi MOOUJIBHBIX TeNIe(OHOB;

He 3arpyxail npuioxeHus OT HEM3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT COJAEPKaTh
BPEIOHOCHOE TPOrpaMMHOE OOecTieueHue;

[Tocne Toro kak Thl BBIMIEIIb C caifTa, I7ie BBOJWII JIMYHYIO UH(POPMALIMIO, 3aiii1 B HACTPOHKHU
Opay3epa u yzmainu cookies;

[lepuoanueckn npoBepsii, Kakue MIaTHbIE YCIYIU aKTUBUPOBAHbI HA TBOEM HOMEpE;

JaBaii cBoli HOMEp MOOWIIBHOTO Teie(oHa TONBKO JIOASM, KOTOPHIX THI 3HAelmb M KOMY
JIOBEpSCIIIb;

Bluetooth nomkeH ObITh BBIKIIOUEH, KOTAAa Thl UM He Moib3yeubcs. He 3a0biBall mHoOrma
MPOBEPSATH 3TO.

Online wurpet



CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPacOYHbIE, 3aXBaThIBAIOIIME Pa3BICUCHUS, OObEIUHSAIONME
COTHHM ThICAY YEJIOBEK MO BceMy MUpy. Urpoku uccienyroT JaHHbIM UM MUp, OOIAIOTCS APYT C
JPYroM, BBIMOJHSIOT 3aJlaHUs, CPAKAIOTCA C MOHCTPAMH U MOJY4aroT OIBIT. 32 YIOBOJBCTBUE
OHH ILIATAT: MOKYIAIOT JAUCK, OTUIAYMBAIOT A00OHEMEHT U TPUOOPETAIOT KaKue-TO OIIIHH.

Bce st cpenctBa uayT Ha mojajep)KaHWe U Pa3BUTHE UIPHI, a TakKe Ha caMy 0€30M1acHOCTh:
COBEPIICHCTBYIOTCS CHCTEMbl aBTOPU3ALIMH, BBIMTYCKAIOTCS HOBBIE MaT4d (IUQPPOBHIE 3aIJIaTKU
JUISL TPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nmomo0HBIX Urpax CTOMT OMacaTbCsi HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPa)kKh TBOETO
napoJis, Ha KOTOPOM OCHOBAHa CHCTEMa aBTOPU3AI[UU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 6€30MMaCHOCTH TBOETO UTPOBOI0 AKKAYHTA!

1. Ecnu nmpyroit urpok BeneT ceOs MI0X0 UM CO3/aeT Tebe HEeNMPUSTHOCTH, 3a0JOKUpYH €ro B
CIIHCKE UTPOKOB;

2. Tloxamyiicss agMHUHUCTpPATOpaM WIPHl HA IJIOXO€ IMMOBEJEHUE 3TOI0 WIPOKa, >KEIaTeIbHO
NPUJIOKUTH KaKue-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykasbIBaii THuHyI0 HH(pOpMALHIO B TIpodaiine urpsr;

4. YBaxkail Apyrux y4acTHHUKOB I10 UIPE;

5. He ycranaBiamBaii HeopuuaabHbIe TATYH U MOJIBI;

6. Micnionb3yil CII0KHBIE U pa3HBbIE ITapOJIH;

7. Jlaxke BO BpeMsl UIPbI HE CTOUT OTKIIOYATh aHTUBUpPYC. [Ioka ThI UIpaeb, TBOH KOMIIBIOTED
MOTYT 3apa3UTh.

QUIIMHT WK KpaXka JIMYHBIX JaHHBIX

OObIuHON Kpakeil JeHer U JIOKYMEHTOB CErojiHsl y)Ke HHKOrO He YAWBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJOTHH 3IOYMBIIUIECHHUKUA TMEPEMECTHINCh B HMHTEPHET, M MPOAOJIKAIOT
3aHUMAaTbCs "MIOOUMBIM" I€TIOM.

Tak mosiBUIIack HOBAsi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (DUIIMHT, IJIaBHAs 1[eIb KOTOPOTOo
COCTOUT B TOJYYEHUH KOH(HAECHIMATIbHBIX JaHHBIX MOJIb30BaTENIEH - JOTMHOB M maposiei. Ha
AHTJIMMCKOM si3bIke phishing unTaercs kak ¢ummHT (0T fishing - peiOHas noBis, password -
apoJib).

OcHoBHBIE COBETHI 110 OOpHOE € PUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu ThI moj03peBaelib, YTO TBOS aHKeTa Oblila B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKMPOBATh €€ U COOOLUMThH aJMUHHCTpAaTOpaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonw3yit OezonacHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MTOMCKOBBIX CUCTEM;
3. Hcmonb3yii CJOXKHBIE W pasHble Tapojud. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
37I0yMBILIUIEHHUKU TOJIYYaT JOCTYI TOJBKO K OJHOMY TBOEMY NMPO(QHIIIO B CETH, a HE KO BCEM;

4. Eciu T1eOst B3MOMaiHM, TO HEOOXOOMMO NPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBJieHbl y T€OS B JPY3bsiX, O TOM, YTO TeOs B3JIOMaJIM M, BO3MOXHO, OT TBOETO UMEHU OyJeT
pacchUIaThCs CllaM U CCBIJIKM Ha (MIIMHTOBBIE CalThI;

5. YcranoBu HanexHsbli naposb (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOUN COXpaHEHHUE Mmaposisi B Opaysepe;

7. He oTkpbiBaii (paiiibl u Apyrue BIOKEHHUS B MUChbMAX, JaK€ €CIM OHU MPHUILIA OT TBOHMX
npyseil. Jlydie yro4HHM y HUX, OTHPABJISUIM JIM OHU TeOe 3Tu (ailibl.

[Mudposas pernyramus

[udpoBas pemyrauusi - 3TO HEraTWBHAs WJIM NO3UTHUBHAas HMHQGOpMalus B ceTu O Tebe.
Komnpomerupyronas nHpopMmaius, pa3MelieHHass B UHTEPHETE, MOXKET CEpPbEe3HBIM 00pa3oM



OTpa3uThCS Ha TBOEH peanbHOW *)u3HU. "LludpoBas penmyranus" - 3TO TBOH UMUK, KOTOPBIHA
dopmupyercst u3 HHPopMalKu 0 TeOe B MHTEPHETE.

TBOE MecTO JKUTENbCTBA, ydeObl, TBOE (MHAHCOBOE IOJOKEHHE, OCOOCHHOCTH Xapakrepa u
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue mMOoApOCTKH JIETKOMBICIEHHO OTHOCATCS K MYONMKAlMM JUYHOW WHGOpMAlUM B
HuTepHere, HE MOHKMMAas BO3MOXKHBIX MOCIEACTBUN. Thl Jake HE CMOXEIb J0ragaTbcs O TOM,
yTto oTrorpadusi, pazMelieHHas S JeT Ha3al, cTaja MPUYMHON OTKa3a MPUHATH TeOsI Ha padoTy.
KommenTapuu, pasmenieHue TBoux Qororpaduii U apyrue ISHCTBUS MOTYT HE HCUE3HYTh JIaXKe
[OCJIe TOTO, KaK Thl UX yNAIWIIb. Thl HE 3HACIIb, KTO COXpaHMJI 3Ty MH(GOPMAIIHMIO, Toaja JIn
OHa B IOHMCKOBBIE€ CHUCTEMbl M COXpaHWJIACh JM OHAa, a IJIaBHOE: YTO MOJyMalT O Tebe
OKpY)KAIOIIME JIIOJM, KOTOpPhIe HAWAYT M YBUIAT 3T0. HaliTu mHQopManuio MHOTO JET CIycTs
CMOXKET JTIO0OM - Kak W3 JMOOphIX MOOYKIECHUM, TaK U C HAMEPEHHEM MPUYUHUTH BpPed. ITO
MOET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI I10 3aMTE HUPPOBOH pEITyTaIIUNU:

1. Tlogymaii, mpexae 4eM uTo-TO MyOJIMKOBATh U TIepeaBaTh y ceds B OJ10Te UM B COLIMAIBHON
CETH;

2. B mnHactpoiikax mpoduisi YCTaHOBH OTPaHMYECHHS Ha IMPOCMOTP TBOETO TMPOQUIIL W €ro
COJIEP)KMMOTO, CHAENIai ero TOJIBKO "W npy3ei',;

3. He pasMemnmaii u He yka3piBail WHQPOPMAIUIO, KOTOPAs MOXKET KOTro-JIM0O OCKOPOJISATH HIIH
00OMXKaTh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE MIKOJBHUKA - aKTHMBHbBIE MOJIb30Barenu IudpoBoro mpocrtpancTBa. OgHAKO
JTaJIeK0 HEe BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTHMMH BO3MOXXHOCTSAMHU LIM(POBOro Mupa Tpedyer
coOJII0ICHHS TIPaB Ha UHTEJUIEKTYalIbHYIO COOCTBEHHOCTb.

TepMuH  '"MHTeJUIEKTyalbHas COOCTBEHHOCTH' OTHOCHTCA K Pa3IMYHBIM  TBOPEHHSIM
YeJ0BEYECKOIO yMa, HauMHasi ¢ HOBBIX M300peTeHUH M 3HAKOB, 0003HAYAIONMX COOCTBEHHOCTh
Ha TMPOAYKTHI W YCIOyrd, M 3aKaHuuMBas KHHUTamH, Qororpadusmu, KaHOQUIBMaMU U
MY3bIKaJIbHBIMH [TPOU3BEICHUSMHU.

ABTOpCKUE TpaBa - 3TO MpaBa Ha UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb Ha MPOU3BEICHUS HAYKU,
JUTEPATypbl U HCKYycCTBA. ABTOPCKME IpaBa BBICTYNAIOT B KaueCTBE TapaHTUU TOTO, YTO
WHTEJUICKTYaIIbHBIN/TBOPUECKHI TPy aBTOopa He OyAeT HalmpacHBIM, JacT €My CIIPaBeINBHIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3y/ibTaTax CBOETro Tpyia, MOJYYUTh U3BECTHOCTHh U MpPU3HAHUE.
Huxkro 0e3 paspelieHust aBTopa He MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEACHHE, PACTIPOCTPAHSTD,
nyoJIMYHO JEMOHCTPUPOBATh, MpPOJAaBaTh, UMIIOPTUPOBATh, MYCKaTh B IIPOKAT, MYOJIUYHO
UCIIOJTHSATD, TTOKA3bIBATH/UCIIONHSATH B d(Mpe UK pa3MenaTth B MHTepHeTE.

HcnonkzoBanue "muparckoro" MporpaMMHOTO OOECHEYEeHHS MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEepH JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKHA TBOETO YCTPOWCTBa, TJe
YCTaHOBJICHA HellerajbHas mporpamma. He ctout Taroke 3a0bIBaTh, YTO CYHIECTBYIOT JIETalbHbIE
u OecriyiaTHbIE MPOTPaMMBbl, KOTOPbIE MOYKHO HATH B CETH.

O nopraine

CereBU4OK.p( - TBOW IIIaBHBIM COBETYHMK B CETH. 3/I€Ch Thl MOXKEIb y3HATH O O€30MacHOCTH B
CEeTU TNOHATHBIM U JIOCTYIHBIM S3bIKOM, @ IPU BO3HUKHOBEHUM KPUTHUUYECKOW CHUTyallUH
o0paTuThcs 3a COBETOM. A Takke MPUHATH yJyacTHE B KOHKypCax M CTaTh CaMbIM IH(PPOBHIM
TpaXXAaHUHOM!



